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The SABSA BoK, aka the “Blue Book”:




David Lynas, DLC's CEO  Dr. Malcolm Shore, DLC's CSA




Tom Madsen’s 2022 book: recent, but some errors ...

X
_ >

v SABSA in 1995
v 1SO7498 Part 2

>

v SABSA Institute Community of Interest Corporation
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An enterprise security architecture model
that takes a business-driven

risk-based approach

to developing security solutions

that are aligned with business needs



Starts with understanding:

e the organisation’s drivers

* the organisation’s goals, and

e the organisation’s risk appetite



Specific techniqgues — examples only:

Business attributes profiling

Align information and digital services
risk model to organisation’s risk model
Assess control objectives and security
strategies

Taylor implementation to context
Prioritisation



SABSA is closely alignhed to the Zachman framework:

Zachman



The Zachman framework is closely aligned to SABSA:




SABSA:
traceably
orioritising
security
controls



PAB: Principles - Advantages - Benefits:

The SABSA PAB transposes principles into specific adoptable

benefits in a stakeholder context

Generic Specific Benefit
SABSA Advantage to a
Principle gained from the stakeholder in
Principle context
SABSA Principle: The SABSA Advantage: SABSA Benefit:
fundamental propositions to The generic improvement or success The specific improvement or success,
benefit business gained from the principle to a particular stakeholder, in a
and serve solutions particular context

17



SABSA PAB traceability examples:

Principle Advantage Benefitto Benefit

Enable business Value-assured ClOo Enables value from digital transformation

Inspire trust Assures Head of Product Provides assurance to our customers that
stakeholder Development our engineering processes are trustworthy
confidence and that our products can be trusted

Balance risk Prioritised and CTO Technology risk is understood in the overall
proportional context of business risks and opportunities
response

Create certaintyand  Effective CRO Ownership, accountability, and

clarity governance and responsibility for security-related risk is
risk ownership clearly defined and assigned

Establish common Enables CTO The SABSA Architecture supports the goals

culture and collaboration, and objectives of our Agile team, and

Language integration and integrates and aligns with our Agile method
adoption

Solve holistically Systemic COO The positive and negative effects of
understanding changes to be introduced by any plan of

action are understood enterprise-wide
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Prioritisation?



SABSA
and prioritisation
(i.e. optimisation) for
cybersecurity controls:

a linear programming
construct



A linear programming construct to visualise SABSA in context: 1 of 7

[R] Residual Risks [R] vs. Investments in Security Services [l]
100%

No/. [1]
U0 LYl

Setting up a visualisation of the trade-offs between [R] and [I]




Untreated [R] set at 100%; [R] can never be negative

No matter what the [l], there will always be some residual risk



[I] can never be negative; there will always be a constraint on funds for [l]

As a soft constraint, increasing Maximum [I] usually requires Cost-Benefit justification




Increased [l] usually results in an ~exponentially reducing [R]

No matter what the [l], there will always be some residual risk



SABSA facilitates exploration of various Security Services to reduce [R] over time

In this example, after an incremental time 6t, a lower [R] results for all [l]



Key stakeholders must define their maximum acceptable [R]

Quantifying [R] can be difficult, however relative [R] is often more easily understod—d



Constraints define a ‘Feasible region’ as a target for prioritised [I] in Security

Services

Requires increase in either Max[l] and/or Max[R]; or more effective Security ServiCes



Cybersecurity
countermeasures
(‘controls’)?



SABSA:

5 “4+1”7 alternative
frameworks to

orioritise security
controls



Prioritisation of cybersecurity controls — alternatives (1A of 5):

NIST SP 800-223 — High-Performance Computing Security,
Architecture, Threat Analysis, and Security Posture, 2024

30




Prioritisation of cybersecurity controls — alternatives (1B of 5):

NIST SP 800-55v2 ipd — Measurement Guide for Information Security,
Volume 2 — Developing an Information Security Measurement Program, 2024

31




Prioritisation of cybersecurity controls — alternatives (1C of 5):

NIST Internal Report NIST IR 8286 (C): Staging Cybersecurity Risks for Enterprise Risk Management and
Governance Oversight, 2022

32




Prioritisation of cybersecurity controls — alternatives (2 of 5):

CIS Controls, V8, 2023




Prioritisation of cybersecurity controls — alternatives (3 of 5):
ISACA’s COBIT 2019 Risk IT Framework 2" Edition, 2020
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Prioritisation of cybersecurity controls — alternatives (4 of 5):
ASIS Enterprise Risk Security Management (ESRM), 2019
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Prioritisation of cybersecurity controls — alternatives (5 of 5):

COSO (Committee of Sponsoring Organizations of the Treadway Commission)

ERM (Enterprise Risk Management) — Integrating with Strategy and Performance —
Principles Relating to Performance, 2017

36




Prioritisation of cybersecurity controls — alternatives “+1”:
The Open Group Architecture Framework (TOGAF), 2022
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Summary,

Call to Action



SABSA Summary

Focus on highest priority information assets
 Focus on the most efficient portfolio of controls to reduce [R]
* |dentify trade-offs for [I] vs. [R]

 Provides traceability, «» rationale for commitment of [I]
e Qutside USA, used in many industries:

e e.g.finance, government services, ICs, standards bodies
 Training emphasises SABSA in practice, theory also addressed
 Avibrant practitioner community exists, 2 annual conferences:

e COSAC (COmputer Security And Controls) Ireland;

e.g. 2023-10-02 to 2023-10-05

e COSAC Asia-Pacific Melbourne;

e.g. 2024-02-27 to 2024-02-29

39



SABSA: Call to Action

e COSAC community to reach out to NIST and HPC community v
e SABSA to be presented at SC23 conference v

e NIST and HPC folk to attend SABSA training %)

e NIST and HPC folk to participate in COSAC TBA

e NIST CSF 2.0 to recommend prioritisation %)

TSI csF 2.0 rec’'n: Governance — Assessment and Reporting:
“A business impact analysis (BIA) identifying and prioritizing information
systems and components and assessing criticality of assets and the risks to
those business assets or systems in relation to identified key assets of the
organization has been completed to guide the required protections.”
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Discussion
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Preface

Security Architecture or Enterprise Information security architecture, as
it was originally coined by Gartner back in 2006, has been applied to
many things and different areas, making a concrete definition of Security
architecture a difficult proposition. But having an architecture for the cyber
security needs of an organization is important for many reasons, not least
because having an architecture makes working with cyber security a much
easier job since we can now build on a, hopefully, solid foundation.
Developing security architecture is a daunting job, for almost anyone and
in a company that has not had a cyber security program implemented before,
the job becomes even harder. The benefits of having a concrete cyber security
architecture in place cannot be overstated! The challenge here is that security
architecture is not something that can stand alone, it absolutely must be
aligned with the business in which is being implemented.

In this book, I hope to bring across to you the importance of and the
benefits of, having security architecture in place. The book will be aligned
with most of the sub frameworks in the general framework called SABSA
or Sherwood Applied Business Security Architecture. SABSA is comprised
of several individual frameworks and there are several certifications that you
can take in SABSA, something I highly recommend if Security Architecture
is something you would like to pursue as a career path. Aside from getting
validation of your skills, SABSA as a framework is focusing on aligning
the Security Architecture with the business and the business strategy. An
important task in developing a security strategy! Each of the chapters in this
book will be aligned with one or more of the components in SABSA, the
components will be described as with the introduction to each of the chapters
in this introduction.

I will be using examples throughout this book, to get my points across.
These examples are based on technology from Microsoft and Cisco. This does
not mean that I am recommending those vendors for your own architectures!
These are just the vendors that I have chosen to specialize in, so that is the
technology I am using with my own clients when consulting for clients in
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Denmark. Denmark is a huge Microsoft and Cisco country; hence they are
the vendors I am specializing in. Now, the chapter descriptions:

Chapter 1 — Why Security?

This chapter will help you make the argument to your business or
organization, as to why having a security architecture in place is important
as well as describe the benefits to the business, an important argument to
make!

Chapter 2 — Why Architecture?

Here I will try to describe what architecture in this context is all about,
especially how a formal architecture makes integration between systems and
infrastructure-less complex and thus easier to secure in the architecture.

Chapter 3 — Security Architecture Model

This is the first chapter, where we dig into SABSA. Specifically, this chapter
will detail the six sub frameworks that SABSA consists of and prepare you
for the more detailed treatment in later chapters, of these subunits of SABSA.

Chapter 4 — Contextual Architecture

One of the core reasons for the effectiveness of SABSA is the business-
oriented approach to security that is applied in this framework. This chapter
will focus on how to align security architecture with the business needs
and any regulations/compliance that needs to be considered as part of the
architecture.

Chapter 5 — Conceptual Architecture

This is where we as security architects begin to add real value to an
organization. Here we will begin the work of conceptualizing the solutions
that will serve the business needs and make changes and adaptions later in
the process much easier.

Chapter 6 — Logical Architecture

The logical part of the security architecture will follow naturally from the
conceptual steps we did in the previous chapter. Now we will be looking
into the functional and requirements and how these will fit into physical
architecture steps in the next chapter.

Chapter 7 — Physical Architecture

Until now we have been looking at the more theoretical parts of SABSA, now
the rubber meets the road with actual boxes of hardware and software. This
is also the layer where we as architects look into the various data structures
in use and the physical security requirements surrounding our architecture.
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Chapter 8 — Component Architecture

This is the layer in the SABSA framework where the more specialized tools
and components are located. This is also the chapter we I will be using
examples from Microsoft and Cisco, to help you try and operationalize some
of the more theoretical parts of this book.

Chapter 9 — Security Policy

Any security service, in security architecture, will need to be managed.
How you go about this will contribute to the effectiveness of the service
in the architecture as well as the overall effectiveness of the entire security
architecture. Unfortunately, this is the step that is often overlooked or not
taken seriously when implementing security architecture. In this chapter, I
will give you some pointers and suggestions you can use in your own project.

Chapter 10 — Applied Security architecture with SABSA

This is where the rubber meets the road. In this chapter, I will walk you
through some architecture examples using Cisco and Microsoft Azure. The
examples will be based on a technology refresh of the entire networking
infrastructure and migration of servers and applications to Microsoft Azure.
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1

Why Security?

To understand ‘Security Architecture’ we must first make sure that you fully
understand the meaning of security. It is a term that is used many times
in many contexts and frequently with different meanings depending on the
context.

In this chapter will provide you with a foundational understanding of
security and how it fits in with Security Architecture.

1.1 Business Prevention

Cybersecurity has a bad reputation. If you, like me, have worked as an
information system security professional in a business environment you know
this only too well. When you walk into the room everyone groans. They say:
‘Here come the security guys again! They are going to give us even more
passwords to remember, more rules to enforce and they will create even more
difficulties in our lives that will prevent us from getting on with real business.
Why don’t they just leave us alone’ ?

I have even heard someone refer to the IT security organization as the
‘business prevention’ department! It is not an entirely unfair reputation.
Are we being misjudged and slandered by our colleagues? Well, if we are
honest with ourselves, as a profession we probably deserve some of it.
But the profession has certainly got that reputation because we collectively
behaved like that and did not understand the business environment that our
recommendations and mandates had to fit inside.

How did we get this reputation? What did we do wrong? As I see it,
we did not necessarily do anything directly wrong at the time this reputation
developed. But as mentioned before, cybersecurity fits into a larger whole,
inside the organization or business, that we are working within and under-
standing this environment requires that the security individual understand
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this environment. Many cybersecurity professionals come from a technical
background, without any business experience, something i am happy to
see is slowly changing and business understanding is a core part of most
of the educational efforts the schools and universities are offering on their
cybersecurity programs.

1.2 Measuring and Prioritizing Business Risk

Security is used to protect assets with a value. If assets are in some way dam-
aged or destroyed, then you will experience a business impact. The potential
event by which you can suffer the damage or destruction is a threat, to prevent
threats from crystallizing into a loss event that has a business impact, you use
a protection or mitigation, measure to keep the threats away from your assets.
If the assets are poorly protected, then you have a vulnerability to the threat.
To improve the protection and reduce the vulnerability you introduce security
controls, which can be either technical or procedural.

The process of identifying business assets, recognizing the threats, assess-
ing the level of business impact that would be suffered if the threats were to
materialize and analyzing the vulnerabilities, is known as a risk assessment
and a risk assessment is not a one of exercise. Mature companies are conduct-
ing these kinds of assessments on a continuing basis and applying suitable
controls to gain a balance between security, usability, cost and other business
requirements as a part of their normal operations.

Risk assessment and risk mitigation jointly comprise what is often called
operational risk management. Later chapters in this book examine operational
risk management in much greater detail.

The main thing that you need to understand at this stage is that risk
management is all about identifying and prioritizing the risks through
the process and applying appropriate levels of control in line with those
priorities.

Not all risks are worth the effort of implementing additional security
and controls, either because the potential losses are not significant enough
or because the costs of implementing the controls are higher than the value of
the asset that is to be protected. What you get from a risk assessment is a set
of business requirements for security, ranked in order of priority. These are
most often expressed as a series of security and control objectives — abstract
descriptions of business requirements for controls or mitigations. These in
turn are used to drive the selection of risk mitigation approaches broad
security and control strategies, logical security services, physical security
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mechanisms and finally the security products, tools and technology platforms
with which you construct the Security Architecture.

Risk analysis comes in two forms, qualitative, where the risk assessments
deliver a more subjective value of the various risks identified. A quantitative
risk assessment delivers more concrete data values, that can be used by a
company for prioritizing the efforts of protecting the various assets. These
two forms are often used in conjunction with one another. The qualitative
risk assessment provides the assessor with information on which risks might
require a deeper analysis using quantitative methods, this is because using
quantitative methods for all risks can be a massive investment in both time
and money.

1.3 Security as a Business Enabler

The reputation that we, as information security professionals would like to
have is quite different from the one that we have in many organizations.
Although that is quickly changing, with the number of ransom ware attacks
and data loss incidents we are seeing increases in frequency these years.
Slowly but surely, this is changing to: Here come the security guys. They are
going to help us to meet our business objectives and keep our data safe. Not
the business prevention department, but the ‘business enabling’ department.
But if we do our job properly and with due concern for the organization and
the business environment that we are navigating within, we can make this
happen. That is what our goal should be.

We must sell these information security ideas to our business colleagues
and then make them come true. If we do not offer this sort of value to our
business, then why are we there? There are several key technologies that are
changing the way that business will be done in the future.

These include:

1. The Cloud

2. 5G mobile networking

3. Software-defined networking.

4. High bandwidth internet connections for the end-users
5. Wireless networking

The major change that we will see because of the deployment of these
technologies is the continued migration of both the point of sale and the point
of delivery right into the premises of the customer popularly known as the
B2C (business-to-consumer) model.
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People who want to buy something no longer need to make a physical
visit to the vendor. They can use some of their communications technology to
reach out from their home. They can browse through virtual shops, looking
at virtual products on the virtual shelves. The products themselves may be
picked automatically in the electronic warehouse, packed and sent to the cus-
tomer with minimal human intervention. This same scenario applies to cases
where business organizations. This is known as the B2B model. ‘Supply chain
management’ and ‘eProcurement’ are among the most popular phrases used
to describe the goals of business organizations when applying this model.

However, the number of threats, impacts and vulnerabilities that arise
within all of these extremely complex systems is not to be trifled with. The
major obstacle to the development of electronic business on such a huge scale
is the low level of confidence that is inspired in the customer. Especially with
the number of successful attacks we see increase these years.

Think of the business risks:

1. Disclosure of private, personal information,
2. Fraudulent buyers

3. Theft of credit card data

4. Errors and mistakes in such complex systems

So here is our opportunity to show how good we are. We have the whole
world pleading for the security of information systems to enable them to do
business and protect customer data. You have the technology to provide the
solutions. What you must also demonstrate is that you have the associated
skills to apply that technology to solve the problems facing the business.

You need much more than pure technology. You also need:

1. Good understanding of the business needs

. Strategic architectures

. Project management

. Systems integration

. Security management policies and practices

. Enterprise-wide security culture and infrastructure

AN D W

1.4 Empowering the Customers

We have looked at examples from the retail world of electronic commerce.
In these cases, we see that electronic information systems are the means to
empower the customer to gain greater benefits. These information systems,
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therefore, become important competitive factors for the suppliers, because
the customers will use their power to select those suppliers who can meet the
challenge of providing these benefits fastest and to the best price.

Information security is a critical component here, without it will be
difficult for vendors to meet this customer service challenge. Customers will
evaluate suppliers not only on the products themselves but also on how those
products are marketed, sold and supported. Add to this the recent GDPR
legislation from the EU, with this the customers are justifiably expecting us
to protect their data as well. Losing customer data is a surefire way of ending
up on the front pages of the newspapers and customers that see their data lost
to the Internet are less likely to repeat business with us, making such losses
life-threatening to a company!

Where online information systems are involved, that means that the
quality, reliability, integrity and availability of those information services will
be key factors in determining which suppliers succeed and which do not.
Add to this confidentiality of the data we store on customers. To maintain
that quality of service, one of the major tools you will need is an effective,
risk-based information security program and a structured information systems
security architecture, the very reason for this book!

1.5 Protecting Relationships

There is another security-related dimension to business relationships that we
have not yet explored: the concept of trust. We shall return to this in detail
later on in the book, but for now, let us take a quick glance at the subject.

When you do business with someone, at whatever level (personal or
corporate), you are establishing some level of trust in the other party. You
usually evaluate a number of signals that you receive, perhaps over some time,
to determine how much you trust this person. How do they present themselves
(Dress, Act, Personality?) Have they done business before? How did it
go? How long has the company been established? Can you get a reference
from someone else you know and trust (a trusted third party) — someone
that already knows this person and can vouch for him or her? You know
the drill!

Trust is an essential pre-requisite to doing business and trust is entirely a
relationship thing. Trust is not created through IT systems but through some
mutual knowledge between the parties. However, technical systems are used
to protect the trust in the relationship that already exists. These technical
services are no substitute for trust. They do not create trust. They merely
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protect the trust that already exists. However, indirect trust, through a third
party (sometimes called transitive trust), is an important part of setting up
digital business networks. It is obviously an advantage for both customers
and suppliers to be empowered to do business with one another even though
they have no previous knowledge of one another. This is where the third-
party referee comes into the picture. The third-party needs to be trusted
by both parties. This trusted third party is then able to play the role of
‘introducer’ by vouching for each of the two business parties to the other.
This is usually achieved by the trusted third party issuing each entity with
some certified credentials. This is called a digital certificate and is certified
by a digital signature of a trusted third party. This is what we have been using
for many years in the online space with digital certificates for the customer
to be sure that the vendor they are interacting with is actually who they say
they are.

It’s like the situation where you go to a party at someone’s house —
someone who is an old friend of yours and with whom you have a long-
standing trust relationship, built up through decades of experience and mutual
interaction. At the party, another guest, someone who you have not met
before, nor heard of, approaches you. It’s quite different from meeting this
person in a bar or on the street, where you might be very cautious and even
suspicious of being approached by a stranger. The first thing you each ask
one another is your name and how you know the host of the party. This
establishes the credentials — ‘Oh, I'm an old friend from college days’ or
‘I'm a work colleague’. It gives a new friendship a kick-start because you
have established that you are both trusted by the host, who in this case acts
as a trusted introducer for you both, giving both of you some confidence that
it is alright to proceed with a friendship. You can begin to interact with a
level of trust that would not be possible in the downtown bar. This is what a
trusted third party is doing in the case of digital certificates. The third party is
guaranteeing that the certificate can be trusted so we as consumers can trust
the vendor exhibiting the certificate.

Many business deals are founded upon a personal introduction by a
mutually trusted third party or by belonging to some business community
that is in some way regulated by a trusted overseer.

So, when we build information systems, these technical systems can
leverage the trust that already exists, whether directly or indirectly via
the certificates, and they can protect those trusted business relationships in
the course of doing business through this new information system-based
medium.
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1.6 To Summarize

Security is all about protecting business goals and assets. It means providing
a set of controls that are matched to business needs and risk profiles, which
in turn are derived from an assessment and analysis of business risks. The
objective of risk assessment is to prioritize risks to focus on those that require
mitigation.

Risk is a complex concept, and for any given course of action, there
is a risk associated with doing that thing and risk associated with not
doing it. Thus, one must take care not to mitigate a specific risk while
unintentionally increasing the overall risk to the wider range of business
goals and objectives. Something that is becoming increasingly more complex
to do in an increasingly regulated world and the ever-increasing risk of a
cyber-attack.

In its best possible light, security should be seen as enabling business
by reducing risks to an acceptable level, thus allowing the business to make
use of new technologies for greater commercial and information security
advantage. Security can also be the means to add value to the core product
by enabling information services that are essential to the enhancement of
the product itself or to the operational support of the product out in the
world, something I predict will become a business differentiator in the coming
years.

Secure information services can empower the customers, enabling them
to do business more easily and providing them with enhanced services that
will have competitive value while ensuring that they trust in our efforts to
protect them from harmful leaks of their data. Security in business informa-
tion systems also protects and leverages the trust that exists between business
partners, allowing them to establish relationships and to do business in new
ways using new technologies. Technologies that might even open up new
avenues of business for our organizations!



























	2024-02-15 Hall SABSA - sorting wheat from chaff 2024-02-14 reduced for email
	Sorting the wheat from the chaff:
	He kōrero mōku (introducing myself): 
	Slide Number 3
	Slide Number 4
				Agenda�- SABSA�- Prioritisation�- Cybersecurity�   countermeasures
	SABSA?
	Sherwood�Applied�Business�Security�Architecture
	The SABSA BoK, aka the “Blue Book”:
	Dr. Malcolm Shore, DLC’s CSA
	Tom Madsen’s 2022 book: recent, but some errors . . .
	Slide Number 11
	Slide Number 12
	Slide Number 13
	SABSA is closely aligned to the Zachman framework:
	The Zachman framework is closely aligned to SABSA:
	Slide Number 16
	PAB: Principles → Advantages → Benefits:
	SABSA PAB traceability examples:
	Prioritisation?
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Cybersecurity countermeasures�(‘controls’)?
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Summary,��Call to Action
	Slide Number 39
	Slide Number 40
	Questions,��Discussion
	Appendix�Madsen:�Security Architecture

	2022-11-30 Madsen Security Architecture How+Why reduced for email
	Madsen 19
	Madsen 20
	Madsen 21
	Madsen 22
	Madsen 23
	Madsen 24
	Madsen 25
	Madsen 26




