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Nau mai haere mai
Kō Duncan Hall toku ingoa
Kei te Whanganui-a-Tara e noho ana ahau
Kō Manatū Aorere te wāhi tari

Kō kaihanga pūnaha matihiko tōku rōpū
mahi

Kō te mahi Kaiwetepanga Ngaio 
Whaimana tāku mahi

Nō reira, kia ora tātou kātoa

Welcome everyone
My name is Duncan Hall
I’m from Wellington
(I work at) (literally) the Ministry of 
Flying Around the World 

Ministry of Foreign Affairs and Trade
≡ Department of State, FCDO, DFAT

(I work in) digital (literally, digit – as in 
finger, and brain) systems development

≡ informatics

I am a Chartered Professional Engineer 
≡ PEng (USA)

And so, greetings everyone

He kōrero mōku (introducing myself): 
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Jules Breton: The Gleaners (1854), National Gallery of Ireland, 2023-10-01
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FUD motivation: if you have not yet attended a 
“Con”, I recommend you do so, at your earliest ...
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Agenda
- SABSA
- Prioritisation
- Cybersecurity

countermeasures
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SABSA?
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The SABSA BoK, aka the “Blue Book”:
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David Lynas, DLC’s CEO Dr. Malcolm Shore, DLC’s CSA
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Tom Madsen’s 2022 book: recent, but some errors . . .

 SABSA Institute Community of Interest Corporation


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 SABSA in 1995
 ISO7498 Part 2



SABSA:
An enterprise security architecture model

that takes a business-driven

risk-based approach

to developing security solutions

that are aligned with business needs
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SABSA:
Starts with understanding:
• the organisation’s drivers
• the organisation’s goals, and
• the organisation’s risk appetite
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SABSA:
Specific techniques – examples only:
• Business attributes profiling
• Align information and digital services 

risk model to organisation’s risk model
• Assess control objectives and security 

strategies
• Taylor implementation to context
• Prioritisation
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SABSA is closely aligned to the Zachman framework:
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Zachman



The Zachman framework is closely aligned to SABSA:
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SABSA:
traceably

prioritising
security
controls 



The SABSA PAB transposes principles into specific adoptable
benefits in a stakeholder context

Specific Benefit
to a 

stakeholder in
context

Generic 
Advantage 

gained from the
Principle

SABSA
Principle

SABSA Principle: The
fundamental propositions to
benefit business
and serve solutions

SABSA Advantage:
The generic improvement or success
gained from the principle

SABSA Benefit:
The specific improvement or success,
to a particular stakeholder, in a
particular context

PAB: Principles → Advantages → Benefits:

17



Principle Advantage Benefit to Benefit
Enable business Value-assured CIO Enables value from digital transformation

Inspire trust Assures 
stakeholder 
confidence

Head of Product 
Development

Provides assurance to our customers that 
our engineering processes are trustworthy 
and that our products can be trusted

Balance risk Prioritised and 
proportional 
response

CTO Technology risk is understood in the overall 
context of business risks and opportunities

Create certainty and 
clarity

Effective 
governance and 
risk ownership

CRO Ownership, accountability, and 
responsibility for security-related risk is 
clearly defined and assigned

Establish common 
culture and 
Language

Enables 
collaboration, 
integration and 
adoption

CTO The SABSA Architecture supports the goals 
and objectives of our Agile team, and 
integrates and aligns with our Agile method

Solve holistically Systemic 
understanding

COO The positive and negative effects of 
changes to be introduced by any plan of 
action are understood enterprise-wide

SABSA PAB traceability examples:
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Prioritisation?
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SABSA
and prioritisation

(i.e. optimisation) for 
cybersecurity controls:
a linear programming 

construct



A linear programming construct to visualise SABSA in context: 1 of 7

Setting up a visualisation of the trade-offs between [R] and [I]
21



Untreated [R] set at 100%; [R] can never be negative

No matter what the [I], there will always be some residual risk
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[I] can never be negative; there will always be a constraint on funds for [I]

As a soft constraint, increasing Maximum [I] usually requires Cost-Benefit justification
23



Increased [I] usually results in an ~exponentially reducing [R]

No matter what the [I], there will always be some residual risk
24



SABSA facilitates exploration of various Security Services to reduce [R] over time

In this example, after an incremental time δt, a lower [R] results for all [I]
25



Key stakeholders must define their maximum acceptable [R]

Quantifying [R] can be difficult, however relative [R] is often more easily understood
26



Constraints define a ‘Feasible region’ as a target for prioritised [I] in Security 
Services 

Requires increase in either Max[I] and/or Max[R]; or more effective Security Services
27
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Cybersecurity 
countermeasures

(‘controls’)?



29

SABSA:
5 “+1” alternative 

frameworks to 
prioritise security

controls



Prioritisation of cybersecurity controls – alternatives (1A of 5):
NIST SP 800-223 – High-Performance Computing Security,
Architecture, Threat Analysis, and Security Posture, 2024
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Prioritisation of cybersecurity controls – alternatives (1B of 5):
NIST SP 800-55v2 ipd – Measurement Guide for Information Security,
Volume 2 – Developing an Information Security Measurement Program, 2024
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Prioritisation of cybersecurity controls – alternatives (1C of 5):
NIST Internal Report NIST IR 8286 (C): Staging Cybersecurity Risks for Enterprise Risk Management and 
Governance Oversight, 2022
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Prioritisation of cybersecurity controls – alternatives (2 of 5):
CIS Controls, V8, 2023

33



Prioritisation of cybersecurity controls – alternatives (3 of 5):
ISACA’s COBIT 2019 Risk IT Framework 2nd Edition, 2020
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Prioritisation of cybersecurity controls – alternatives (4 of 5):
ASIS Enterprise Risk Security Management (ESRM), 2019
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Prioritisation of cybersecurity controls – alternatives (5 of 5):
COSO (Committee of Sponsoring Organizations of the Treadway Commission)
ERM (Enterprise Risk Management) – Integrating with Strategy and Performance –
Principles Relating to Performance, 2017
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Prioritisation of cybersecurity controls – alternatives “+1”:
The Open Group Architecture Framework (TOGAF), 2022
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Summary,

Call to Action



• Focus on highest priority information assets
• Focus on the most efficient portfolio of controls to reduce [R]
• Identify trade-offs for [I] vs. [R]
• Provides traceability, ∴ rationale for commitment of [I]
• Outside USA, used in many industries:

• e.g. finance, government services, ICs, standards bodies
• Training emphasises SABSA in practice, theory also addressed
• A vibrant practitioner community exists, 2 annual conferences:

• COSAC (COmputer Security And Controls) Ireland;
e.g. 2023-10-02 to 2023-10-05

• COSAC Asia-Pacific Melbourne;
e.g. 2024-02-27 to 2024-02-29

SABSA: Summary
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• COSAC community to reach out to NIST and HPC community 

• SABSA to be presented at SC23 conference 

• NIST and HPC folk to attend SABSA training ½

• NIST and HPC folk to participate in COSAC TBA

• NIST CSF 2.0 to recommend prioritisation ½
TSI CSF 2.0 rec’n: Governance – Assessment and Reporting:

“A business impact analysis (BIA) identifying and prioritizing information 
systems and components and assessing criticality of assets and the risks to 
those business assets or systems in relation to identified key assets of the 
organization has been completed to guide the required protections.”

SABSA: Call to Action

40
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Questions,

Discussion
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Preface
 

Security Architecture or Enterprise Information security architecture, as 
it was originally coined by Gartner back in 2006, has been applied to 
many things and different areas, making a concrete definition of Security 
architecture a difficult proposition. But having an architecture for the cyber 
security needs of an organization is important for many reasons, not least 
because having an architecture makes working with cyber security a much 
easier job since we can now build on a, hopefully, solid foundation. 
Developing security architecture is a daunting job, for almost anyone and 
in a company that has not had a cyber security program implemented before, 
the job becomes even harder. The benefits of having a concrete cyber security 
architecture in place cannot be overstated! The challenge here is that security 
architecture is not something that can stand alone, it absolutely must be 
aligned with the business in which is being implemented. 

In this book, I hope to bring across to you the importance of and the 
benefits of, having security architecture in place. The book will be aligned 
with most of the sub frameworks in the general framework called SABSA 
or Sherwood Applied Business Security Architecture. SABSA is comprised 
of several individual frameworks and there are several certifications that you 
can take in SABSA, something I highly recommend if Security Architecture 
is something you would like to pursue as a career path. Aside from getting 
validation of your skills, SABSA as a framework is focusing on aligning 
the Security Architecture with the business and the business strategy. An 
important task in developing a security strategy! Each of the chapters in this 
book will be aligned with one or more of the components in SABSA, the 
components will be described as with the introduction to each of the chapters 
in this introduction. 

I will be using examples throughout this book, to get my points across. 
These examples are based on technology from Microsoft and Cisco. This does 
not mean that I am recommending those vendors for your own architectures! 
These are just the vendors that I have chosen to specialize in, so that is the 
technology I am using with my own clients when consulting for clients in 
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Denmark. Denmark is a huge Microsoft and Cisco country; hence they are 
the vendors I am specializing in. Now, the chapter descriptions: 

Chapter 1 – Why Security? 
This chapter will help you make the argument to your business or 
organization, as to why having a security architecture in place is important 
as well as describe the benefits to the business, an important argument to 
make! 

Chapter 2 – Why Architecture? 
Here I will try to describe what architecture in this context is all about, 
especially how a formal architecture makes integration between systems and 
infrastructure-less complex and thus easier to secure in the architecture. 

Chapter 3 – Security Architecture Model 
This is the first chapter, where we dig into SABSA. Specifically, this chapter 
will detail the six sub frameworks that SABSA consists of and prepare you 
for the more detailed treatment in later chapters, of these subunits of SABSA. 

Chapter 4 – Contextual Architecture 
One of the core reasons for the effectiveness of SABSA is the business-
oriented approach to security that is applied in this framework. This chapter 
will focus on how to align security architecture with the business needs 
and any regulations/compliance that needs to be considered as part of the 
architecture. 

Chapter 5 – Conceptual Architecture 
This is where we as security architects begin to add real value to an 
organization. Here we will begin the work of conceptualizing the solutions 
that will serve the business needs and make changes and adaptions later in 
the process much easier. 

Chapter 6 – Logical Architecture 
The logical part of the security architecture will follow naturally from the 
conceptual steps we did in the previous chapter. Now we will be looking 
into the functional and requirements and how these will fit into physical 
architecture steps in the next chapter. 

Chapter 7 – Physical Architecture 
Until now we have been looking at the more theoretical parts of SABSA, now 
the rubber meets the road with actual boxes of hardware and software. This 
is also the layer where we as architects look into the various data structures 
in use and the physical security requirements surrounding our architecture. 
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Chapter 8 – Component Architecture 
This is the layer in the SABSA framework where the more specialized tools 
and components are located. This is also the chapter we I will be using 
examples from Microsoft and Cisco, to help you try and operationalize some 
of the more theoretical parts of this book. 

Chapter 9 – Security Policy 
Any security service, in security architecture, will need to be managed. 
How you go about this will contribute to the effectiveness of the service 
in the architecture as well as the overall effectiveness of the entire security 
architecture. Unfortunately, this is the step that is often overlooked or not 
taken seriously when implementing security architecture. In this chapter, I 
will give you some pointers and suggestions you can use in your own project. 

Chapter 10 – Applied Security architecture with SABSA 
This is where the rubber meets the road. In this chapter, I will walk you 
through some architecture examples using Cisco and Microsoft Azure. The 
examples will be based on a technology refresh of the entire networking 
infrastructure and migration of servers and applications to Microsoft Azure. 
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1
 
Why Security?
 

To understand ‘Security Architecture’ we must first make sure that you fully 
understand the meaning of security. It is a term that is used many times 
in many contexts and frequently with different meanings depending on the 
context. 

In this chapter will provide you with a foundational understanding of 
security and how it fits in with Security Architecture. 

1.1 Business Prevention 

Cybersecurity has a bad reputation. If you, like me, have worked as an 
information system security professional in a business environment you know 
this only too well. When you walk into the room everyone groans. They say: 
‘Here come the security guys again! They are going to give us even more 
passwords to remember, more rules to enforce and they will create even more 
difficulties in our lives that will prevent us from getting on with real business. 
Why don’t they just leave us alone’ ? 

I have even heard someone refer to the IT security organization as the 
‘business prevention’ department! It is not an entirely unfair reputation. 
Are we being misjudged and slandered by our colleagues? Well, if we are 
honest with ourselves, as a profession we probably deserve some of it. 
But the profession has certainly got that reputation because we collectively 
behaved like that and did not understand the business environment that our 
recommendations and mandates had to fit inside. 

How did we get this reputation? What did we do wrong? As I see it, 
we did not necessarily do anything directly wrong at the time this reputation 
developed. But as mentioned before, cybersecurity fits into a larger whole, 
inside the organization or business, that we are working within and under­
standing this environment requires that the security individual understand 
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this environment. Many cybersecurity professionals come from a technical 
background, without any business experience, something i am happy to 
see is slowly changing and business understanding is a core part of most 
of the educational efforts the schools and universities are offering on their 
cybersecurity programs. 

1.2 Measuring and Prioritizing Business Risk 

Security is used to protect assets with a value. If assets are in some way dam­
aged or destroyed, then you will experience a business impact. The potential 
event by which you can suffer the damage or destruction is a threat, to prevent 
threats from crystallizing into a loss event that has a business impact, you use 
a protection or mitigation, measure to keep the threats away from your assets. 
If the assets are poorly protected, then you have a vulnerability to the threat. 
To improve the protection and reduce the vulnerability you introduce security 
controls, which can be either technical or procedural. 

The process of identifying business assets, recognizing the threats, assess­
ing the level of business impact that would be suffered if the threats were to 
materialize and analyzing the vulnerabilities, is known as a risk assessment 
and a risk assessment is not a one of exercise. Mature companies are conduct­
ing these kinds of assessments on a continuing basis and applying suitable 
controls to gain a balance between security, usability, cost and other business 
requirements as a part of their normal operations. 

Risk assessment and risk mitigation jointly comprise what is often called 
operational risk management. Later chapters in this book examine operational 
risk management in much greater detail. 

The main thing that you need to understand at this stage is that risk 
management is all about identifying and prioritizing the risks through 
the process and applying appropriate levels of control in line with those 
priorities. 

Not all risks are worth the effort of implementing additional security 
and controls, either because the potential losses are not significant enough 
or because the costs of implementing the controls are higher than the value of 
the asset that is to be protected. What you get from a risk assessment is a set 
of business requirements for security, ranked in order of priority. These are 
most often expressed as a series of security and control objectives – abstract 
descriptions of business requirements for controls or mitigations. These in 
turn are used to drive the selection of risk mitigation approaches broad 
security and control strategies, logical security services, physical security 
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mechanisms and finally the security products, tools and technology platforms 
with which you construct the Security Architecture. 

Risk analysis comes in two forms, qualitative, where the risk assessments 
deliver a more subjective value of the various risks identified. A quantitative 
risk assessment delivers more concrete data values, that can be used by a 
company for prioritizing the efforts of protecting the various assets. These 
two forms are often used in conjunction with one another. The qualitative 
risk assessment provides the assessor with information on which risks might 
require a deeper analysis using quantitative methods, this is because using 
quantitative methods for all risks can be a massive investment in both time 
and money. 

1.3 Security as a Business Enabler 

The reputation that we, as information security professionals would like to 
have is quite different from the one that we have in many organizations. 
Although that is quickly changing, with the number of ransom ware attacks 
and data loss incidents we are seeing increases in frequency these years. 
Slowly but surely, this is changing to: Here come the security guys. They are 
going to help us to meet our business objectives and keep our data safe. Not 
the business prevention department, but the ‘business enabling’ department. 
But if we do our job properly and with due concern for the organization and 
the business environment that we are navigating within, we can make this 
happen. That is what our goal should be. 

We must sell these information security ideas to our business colleagues 
and then make them come true. If we do not offer this sort of value to our 
business, then why are we there? There are several key technologies that are 
changing the way that business will be done in the future. 

These include: 

1. The Cloud 
2. 5G mobile networking 
3. Software-defined networking. 
4. High bandwidth internet connections for the end-users 
5. Wireless networking 

The major change that we will see because of the deployment of these 
technologies is the continued migration of both the point of sale and the point 
of delivery right into the premises of the customer popularly known as the 
B2C (business-to-consumer) model. 
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People who want to buy something no longer need to make a physical 
visit to the vendor. They can use some of their communications technology to 
reach out from their home. They can browse through virtual shops, looking 
at virtual products on the virtual shelves. The products themselves may be 
picked automatically in the electronic warehouse, packed and sent to the cus­
tomer with minimal human intervention. This same scenario applies to cases 
where business organizations. This is known as the B2B model. ‘Supply chain 
management’ and ‘eProcurement’ are among the most popular phrases used 
to describe the goals of business organizations when applying this model. 

However, the number of threats, impacts and vulnerabilities that arise 
within all of these extremely complex systems is not to be trifled with. The 
major obstacle to the development of electronic business on such a huge scale 
is the low level of confidence that is inspired in the customer. Especially with 
the number of successful attacks we see increase these years. 

Think of the business risks: 

1. Disclosure of private, personal information, 
2. Fraudulent buyers 
3. Theft of credit card data 
4. Errors and mistakes in such complex systems 

So here is our opportunity to show how good we are. We have the whole 
world pleading for the security of information systems to enable them to do 
business and protect customer data. You have the technology to provide the 
solutions. What you must also demonstrate is that you have the associated 
skills to apply that technology to solve the problems facing the business. 

You need much more than pure technology. You also need: 

1. Good understanding of the business needs 
2. Strategic architectures 
3. Project management 
4. Systems integration 
5. Security management policies and practices 
6. Enterprise-wide security culture and infrastructure 

1.4 Empowering the Customers 

We have looked at examples from the retail world of electronic commerce. 
In these cases, we see that electronic information systems are the means to 
empower the customer to gain greater benefits. These information systems, 
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therefore, become important competitive factors for the suppliers, because 
the customers will use their power to select those suppliers who can meet the 
challenge of providing these benefits fastest and to the best price. 

Information security is a critical component here, without it will be 
difficult for vendors to meet this customer service challenge. Customers will 
evaluate suppliers not only on the products themselves but also on how those 
products are marketed, sold and supported. Add to this the recent GDPR 
legislation from the EU, with this the customers are justifiably expecting us 
to protect their data as well. Losing customer data is a surefire way of ending 
up on the front pages of the newspapers and customers that see their data lost 
to the Internet are less likely to repeat business with us, making such losses 
life-threatening to a company! 

Where online information systems are involved, that means that the 
quality, reliability, integrity and availability of those information services will 
be key factors in determining which suppliers succeed and which do not. 
Add to this confidentiality of the data we store on customers. To maintain 
that quality of service, one of the major tools you will need is an effective, 
risk-based information security program and a structured information systems 
security architecture, the very reason for this book! 

1.5 Protecting Relationships 

There is another security-related dimension to business relationships that we 
have not yet explored: the concept of trust. We shall return to this in detail 
later on in the book, but for now, let us take a quick glance at the subject. 

When you do business with someone, at whatever level (personal or 
corporate), you are establishing some level of trust in the other party. You 
usually evaluate a number of signals that you receive, perhaps over some time, 
to determine how much you trust this person. How do they present themselves 
(Dress, Act, Personality?) Have they done business before? How did it 
go? How long has the company been established? Can you get a reference 
from someone else you know and trust (a trusted third party) – someone 
that already knows this person and can vouch for him or her? You know 
the drill! 

Trust is an essential pre-requisite to doing business and trust is entirely a 
relationship thing. Trust is not created through IT systems but through some 
mutual knowledge between the parties. However, technical systems are used 
to protect the trust in the relationship that already exists. These technical 
services are no substitute for trust. They do not create trust. They merely 
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protect the trust that already exists. However, indirect trust, through a third 
party (sometimes called transitive trust), is an important part of setting up 
digital business networks. It is obviously an advantage for both customers 
and suppliers to be empowered to do business with one another even though 
they have no previous knowledge of one another. This is where the third-
party referee comes into the picture. The third-party needs to be trusted 
by both parties. This trusted third party is then able to play the role of 
‘introducer’ by vouching for each of the two business parties to the other. 
This is usually achieved by the trusted third party issuing each entity with 
some certified credentials. This is called a digital certificate and is certified 
by a digital signature of a trusted third party. This is what we have been using 
for many years in the online space with digital certificates for the customer 
to be sure that the vendor they are interacting with is actually who they say 
they are. 

It’s like the situation where you go to a party at someone’s house – 
someone who is an old friend of yours and with whom you have a long-
standing trust relationship, built up through decades of experience and mutual 
interaction. At the party, another guest, someone who you have not met 
before, nor heard of, approaches you. It’s quite different from meeting this 
person in a bar or on the street, where you might be very cautious and even 
suspicious of being approached by a stranger. The first thing you each ask 
one another is your name and how you know the host of the party. This 
establishes the credentials – ‘Oh, I’m an old friend from college days’ or 
‘I’m a work colleague’. It gives a new friendship a kick-start because you 
have established that you are both trusted by the host, who in this case acts 
as a trusted introducer for you both, giving both of you some confidence that 
it is alright to proceed with a friendship. You can begin to interact with a 
level of trust that would not be possible in the downtown bar. This is what a 
trusted third party is doing in the case of digital certificates. The third party is 
guaranteeing that the certificate can be trusted so we as consumers can trust 
the vendor exhibiting the certificate. 

Many business deals are founded upon a personal introduction by a 
mutually trusted third party or by belonging to some business community 
that is in some way regulated by a trusted overseer. 

So, when we build information systems, these technical systems can 
leverage the trust that already exists, whether directly or indirectly via 
the certificates, and they can protect those trusted business relationships in 
the course of doing business through this new information system-based 
medium. 
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1.6 To Summarize 

Security is all about protecting business goals and assets. It means providing 
a set of controls that are matched to business needs and risk profiles, which 
in turn are derived from an assessment and analysis of business risks. The 
objective of risk assessment is to prioritize risks to focus on those that require 
mitigation. 

Risk is a complex concept, and for any given course of action, there 
is a risk associated with doing that thing and risk associated with not 
doing it. Thus, one must take care not to mitigate a specific risk while 
unintentionally increasing the overall risk to the wider range of business 
goals and objectives. Something that is becoming increasingly more complex 
to do in an increasingly regulated world and the ever-increasing risk of a 
cyber-attack. 

In its best possible light, security should be seen as enabling business 
by reducing risks to an acceptable level, thus allowing the business to make 
use of new technologies for greater commercial and information security 
advantage. Security can also be the means to add value to the core product 
by enabling information services that are essential to the enhancement of 
the product itself or to the operational support of the product out in the 
world, something I predict will become a business differentiator in the coming 
years. 

Secure information services can empower the customers, enabling them 
to do business more easily and providing them with enhanced services that 
will have competitive value while ensuring that they trust in our efforts to 
protect them from harmful leaks of their data. Security in business informa­
tion systems also protects and leverages the trust that exists between business 
partners, allowing them to establish relationships and to do business in new 
ways using new technologies. Technologies that might even open up new 
avenues of business for our organizations! 



2 

Why Architecture 

This chapter explores what I mean by architecture. In particular, 

I will examine the differences between 'architecture' and, for 

lack of a better word, plumbing. Both of these areas provide 

great value to cybersecurity, but they are not the same thing. In 

the world of IT, people sometimes mix up which is which. In this 

chapter I will try to convey: 

1. The concept of architecture is to integrate complex solu­

tions to a diverse range of complex needs and to manage 

that complexity. 

2. The layered approaches to architecture and the use of ar­

chitectural reference models and frameworks. 

3. The benefits of taking a strategic architectural approach as 

opposed to just applying solutions individually. 

2.1 Origins of Architecture 
Architecture originated in the building of towns and cities and 

everyone understands this meaning of the word, so it makes 
sense to m e, to begin by examining the meaning of 'architecture' 

in this more traditional context. Architecture is a set of rules and 
conventions by which we create buildings that serve the pur­

poses which they are intended for. An office building will look 

different from a residential home for instance. Our concept of 

architecture is one that supports ours needs to live, to work, to 
do business, to travel, to socialize and to pursue leisure activi­

ties. Architecture is founded upon understanding the needs that 

it must accommodate. These needs are expressed in terms of 

function, aesthetics, culture, government policies and 

regulations. 

This all boils down to two major factors that determine what 

architecture we will create. These factors are: 

1. The Purpose 

2. Technological capabilities 

2.2 Managing Complexity 
One of the key functions of architecture as a product developed 

by the architect is to provide a framework and design within 

which complexity can be managed successfully. Small, isolated, 

individual projects do not need architecture, because their level 

of complexity is limited and the chief designer can manage the 

overall design. As the size and complexity of a project grow, 
however it becomes clear that more designers are needed, all 

working to create something that has the appearance of being 

designed by a single design authority. Also, if a project is not iso­

lated in nature, but rather is intended to fit within a much larger 

and complex set of other projects, then architecture is needed to 

act as a road map which all these projects can be brought to­

gether into a more complete whole. The result must be as if they 
were all intended to be part of a single, large, project. This ap­

plies whether the various projects are design ed and imple­

mented simultaneously or if they are designed and imple­

mented independently over an ext ended period. As complexity 



mented simultaneously or if they are designed and imple­

mented independently over an extended period. As complexity 

increases, then a fram ework is needed and will benefit the over­

all project program, within which each designer can work, con­

t ributing to the overall design. 

2.3 Information Systems Architecture 
The whole idea behind architecture in buildings has been 

adapted to areas other than the building of towns and cities. In 

more recent tim es the idea has been adopted in the context of 

designing and building computer systems and so the concept of 

information systems architecture was been born . Just like con­
ventional archit ecture defines the rules and standards for t he 

design of buildings, information systems architecture addresses 

the sam e issues for the design and construction of computers, 

communications networks and the distributed business systems 

that are im plemented using the various technologies available to 

us. As with the conventional architecture of buildings and cit ies, 

information systems architecture must therefore consider the 
goals t hat are to be achieved with the system s we are designing. 

The technical skills of the people to construct and operate the 
systems and their individual sub-systems. 

If we accept this foundation, then we are already well on our 

way to recognizing that information systems archit ecture is 

concerned with much more than just technical factors. It is con­

cerned with what the enterprise wants to achieve and the busi­

ness environment that these systems will have to fit within. 

Technical factors are often t he main ones t hat influence the ar­

chitecture, how often have you heard the argum ent that we 

know Microsoft or Oracle, hence these t echnologies must be 
used, and under these conditions, the architecture can fail to de­

liver business expectations. This book is mainly concerned wit h 

the security of the business information system s, although I will 

be touching on other areas around this core subject. Hence t he 

focus is on an enterprise security architecture, to emphasize 

that it is t he enterprise and its activities t hat are to be secured 

and t hat the security of the underlying infrastructure is only 

part of this overall goal. 

2.4 Architectures 
Security Architecture encompasses much different architecture 

and is touched by much different architecture within the mod­

ern enterprise. Below I will be touching on a few of these archi­

tectures, but keep in mind t hat t here is a plethora of literature 

that is covering these areas in much m ore detail! This literature 

should be on your t o-do list for a firmer foundat ion in enterprise 

arch it ecture. 



2.4.1 Business Architecture 
The business architecture describes an enterprise-wide perspec­

tive on how the business itself is structured into an organiza­

tional model and a set of processes, functions governance and 

the like. This is the prim ary architecture for all the below archi­

tecture types. The other sub-architectures are all creat ed to sup­

port t his one single overriding framework of how t he business 

works. 

2.4.2 Information Architecture 
Any business around the world is represented by information. 
Every business relationship, every business process, every busi­

ness transaction, everything about t he busin ess, is represented 

by information. Information is the more abstract representation 

of something real and tangible, like the product that a business 
might produce. So, information is im portant t o a business, be­

cause the information is t he business! The information is repre­

sented and stored in information system s and applications. The 

information architecture describes how the information is cre­

ated, organized, processed, stored, retrieved and communicated. 

Information architecture describes information types and the 

relationships and organization, informat ion behavior, informa­

tion m anagement processes and physical locations and reposit o­

ries for information. It identifies and describes the m ajor cate­

gories of information that are needed to support t he business. 

2.4.3 Applications Architecture 

The applications are the, in our day and age, a vast am ount of 

computer applications that are assisting t he modern organiza­

tion by carrying out actions on business information on behalf 

of the business. The applications architecture describes how ap­

plications are designed, how they in tegrat e with one another 

and how they are supported within the business infrastructure 
environment (hardware, software and communications net­

works). The applicat ions must relate to th e business processes 

th at t hey support and the information resources that they cre­

ate, maintain and t he process by adhering to the information ar­

chitecture above. Characteristics of modem applications archi­

tect ure are likely to be: Cloud-based, Web API's, micro services 

and reusable, generic modules and hence quickly adaptable to 

new business needs; Built on a strategic ERP system or the like, 

offering distributed processing via the cloud. The m ain objective 

of applications architecture is t o enable and autom ate business 

processes. 



2.4.4 Infrastructure Architecture 
The applications are running on both virtual and physical infra­

structure. Infrastructure has been t he area of focus for many 

years, regarding cyber security and it is an integral part of the 
Security Architecture as well. We will be returning to this in 

later chapters, but for now, it is defined as including: The com­

puter platforms (hardware and operating systems); The com­

puter networks (cables, lines, switches, routers, etc.); The layer 

of software that bridges between infrastructures that have dif­

ferent physical characteristics. This is commonly known as mid­

dleware and is becom ing increasingly important with the steady 

increase in cloud deployment s. 

2.4.5 Risk Management Architecture 

Risk Management Architecture is a concept that is crossing all 

the previous kinds of architecture. The model represented here 
is more a business model and not quite a systems model, al­

though systems are a core ingredient in any kind of risk archi­

t ecture. It is essential to see risk management as an activity that 

happens within all the layers and again, the risk is an excellent 
tool for communication with the business! This risk manage­

ment architecture is close to the concept of Security 
Architecture, but it is not quite the same. I will return to the con­

cept of risk management in several of the later chapters. 

2.4.6 Governance Architecture 
Surrounding all other components just mentioned is the all-im­

portant piece labeled Management and Governance 

Architecture. Governance is one of the things that I, personally, 

think will only become more important in the corning years. 
Good governance, whether it is IT governance or corporate gov­

ernance, will become a differentiator for companies to show re­

sponsibility to both governments and customers, with all of the 

corporate scandals we have seen in recent years. The representa­

tion of this as an all-encompassing component of security archi­

t ecture is important. It is through this framework that the se­

nior management controls the business, manages risk and gov­

erns how the business uses information, applications and infra­

structure. The management and governance architecture de­

scribes the decision-making processes and levels of authority 

that are assigned to decision-making entities (individuals or 

committees). 

2.5 Enterprise Security Architecture 
It is the common experience of many organizations that infor­

mation security solutions are often designed, acquired and in­

stalled on a tactical basis without further thought to how this 

solution will fit within the already existing infrastructure and 

business environment. A requirement is identified, a use case is 

written and a solution is sought t o m eet the identified need. In 

this process, there is no opportunity to consider a more strategic 

dimension and the result is that the organization builds up a 

mix of various t echnical solutions on an ad hoe basis without in­

t egration between the components or the costs involved in oper­

ating a disparate set of securitv solutions. 



2.5 Enterprise Security Architecture 
It is the common experience of many organizations that infor­

m ation security solutions are often designed, acquired and in­

stalled on a tactical basis without further thought to how t his 

solu tion will fit within the already existing infrastructure and 

busin ess environment. A requirement is identified, a use case is 

written and a solution is sought to meet the identified need. In 

this process, there is no opportunity to consider a more strategic 

dim ension and the result is that the organization builds up a 

m ix of various technical solutions on an ad hoe basis without in­

tegrat ion between t he components or the costs involved in oper­

ating a disparate set of security solutions. 

Those enterprises that suffer these problems are often aware 

of these issues, but struggle to find an approach that will make 

things better. Good arch itecture never happens by accident and 

so the enterprise must find skills, methods and tools that help it 
to succeed with a more strategic architectural approach. One ap­

proach t hat avoids these problems is the development of an en­

terprise security architecture that is business-driven and de­

scribes a structured relat ionship between the technical and pro­

cedural solutions that supports t he long-term needs of t he busi­

ness or organization. If the architecture is to be successful, then 

it must provide a framework with in which decisions can be 
m ade on the selection of security solutions. These decision crit e­

ria absolutely must be derived from a thorough understanding 
of the business requirements, including the need for cost reduc­

tion, modularity, scalability, ease of re-use, operability, usability, 

inter-operability both internally and externally and integration 

with the enterprise ICT architecture and its legacy systems. Note 

the cost reduction part of t he p revious sentence, there is money 

to be saved here! Maybe not on the immediate implementation, 

but the long-term costs of the security solutions will be vastly 

decreased. 

Furt herm ore, information system security is only a small part 

of information security, which in turn is just one part of a larger 

topic: business assurance. Business assurance consists of th ree 

major areas: information security; business continuity; physical 

and environmental security. Only through an integrated ap­

proach to these aspects of business assurance will it be possible 

for the enterprise to m ake t he most cost-effective and beneficial 

decisions regarding the management of the various risks that 

any business or organization is facing daily. The enterprise secu­

rity architecture and the security management p rocess must 

therefore embrace all these areas. This brings u s, finally, to 

SABSA. 
2 SABSA ® is a registered t rademark of SABSA Limited. It stands 

for: Sherwood Applied Business Security Architecture 
This book is a description of the SABSA®m odel and its applica­

tions. The m odel itself is described in much greater detail in 
Chapter 3. The primary characteristic of this model is that ev­

erything must be derived from an analysis of the business re­

quirements for security, especially those in which security has 

an enabling function through which new business opportuni­

ties might be developed and exploited. The model is layered, 



an enabling function through which new business opportuni­

ties might be developed and exploited. The model is layered, 

with the top layer being the business requirements definition 

stage. At each of the lower layers, a new level of abstraction is de­

veloped, going through the definition of the conceptual architec­

ture, logical architecture, physical architecture and finally at the 
lowest layer, t he selection of technologies and products - or t he 

shopping list. 

The model itself is generic and can be t he starting point for 

any kind of organization or business, by going through the 

process of analysis and decision-making implied by its struc­

ture, the output becomes specific to the enterprise and is at the 

end of the process customized to a unique business model. The 

output from applying the model becomes the enterprise security 

architecture and is central to the success of a strategic program 

of information security management within the organization. 

2.6 Being a Successful Security Architect 
Unless the security architecture can address a wide range of op­

erational requirements and provide real business support and 

business enablement, rather than just focusing upon security, 

then it is likely that it will fail to deliver what the business ex­

pects and needs. 

This type of failure is a common enough case throughout the 

information systems industry, not just wit hin information sys­

t ems security. In this book, I will put an enormous amount of 

emphasis on the need to avoid this mistake by keeping in mind 

the real needs of the business. It is not enough to compile a set of 

business requirements, document t hem and put them on the 

shelf, and then proceed to design a security architecture based 

on whatever technology the business is most familiar with. 

Being a successful security architect m eans thinking in business 

t erms, even when you get down to the real detail and nuts and 

bolts of the construction. You always need to have in mind the 

questions: 

1. Why are we doing this? 

2. What are we trying to achieve in business t erms here? 

It will also be difficult to battle against the numerous other 

people around you who do not understand strategic architecture 

and who think that it is all to do with t echnology. These people 

will constantly challenge you, attack you and ridicule you. You 

must be ready to deal with this. 

You have to realize that being a successful architect is also 

about being a successful communicator/negotiator who can sell 

the ideas and t he benefits to others in the enterprise that need to 
be educated about these issues. One of the most important fac­

tors for success is to have buy-in and sponsorship from senior 

management wit hin the ent erprise. Enterprise architecture can­

not be achieved unless t he most senior decision-makers are on 

your side. 

Creating this environment of acceptance and support is proba­

bly one of the most difficult tasks that you will face in the early 

stages of your work. 



2. 7 Security Architecture Needs a Holistic 
Approach 
Many people make the mistake of believing that building secu­

rity into information systems is simply a matter of referring to a 

checklist of technical and procedural controls and applying the 

appropriate security measures said list. However, security has 

an important property that most people know about, but few 

pay any attention to. The security consists of many layers, or 

links in a chain, the chain is only as strong as the weakest link 

and an attacker will always go for this weakest link. 

The checklist approach also fails because many people focus 

on checking that the links in the chain exist but do not necessar­

ily that the links fit together to form a secure chain. The chain is 

a reasonably good analogy, but the problem is much worse. 

Imagine a checklist that has the following items: engine block, 

pistons, piston rings, piston rods, bearings, valves, camshaft, 

wheels, chassis, body, seats, steering wheel, gearbox, etc. 

Suppose that this list comprehensively itemizes every single 

component t hat would be needed to build a car or motorcycle. If 

you go through the checklist and make sure that you have all 

these components, does it mean that you have a car? Not even 

close! 

Some of the key questions not addressed by the checklist ap­

proach to car construction are: 

1. Can you be sure that all the parts have been designed to 

work together as one smoothly running system? 

2. Do you have any assurance t hat the car has been properly 

assembled? 

3. Has t he engine been tuned? 

4. Is the system running smoothly at this moment? 

Checklists are never the entire answer. Security architecture, 

as with all other forms of architecture, needs a holistic ap­

proach, I know, another buzzword, but stay whit me: 

1. Do you understand the requirements? 

2. Do you have all the components? 

3. Do these components work together? 

4. Do they form an integrated system? 

Enjoying this sample? 
Buy the Hardcover edition to continue reading the fu ll 
book, or return to the store to purchase the Hardcover 

edition. 
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